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AU Device - General

General information 
about the AU Device
Ethernet Port 
Negotiation Mode - the 
negotiation mode of the 
Ethernet port. Available 
options:
• Force 10 Mbps and 

Half-Duplex
• Force 10 Mbps and 
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• Force 10 Mbps and 
Full-Duplex

• Force 100 Mbps and 
Half-Duplex

• Force 100 Mbps and 
Full-Duplex

• Auto Negotiation 
Mode



AU Device - Versions

Hardware and software 
versions of the AU 
Device
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AU Device – Air Interface - General

Maximum Number Of 
Associations - maximum 
number of SUs that can 
become associated with 
the AU.
Antenna Gain (dB) – from 
range 0 - 40 (dB).
Lost Beacon Wathdog 
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Lost Beacon Wathdog 
Threshold - defines the 
number of consecutive 
lost beacons after which 
the unit will reset itself 
from range 100-1000.
Wireless Trap Threshold 
(%) - defines the threshold 
for the wireless quality 
trap (percentage of 
retransmissions).

Fairness Factor (%) – level of service provided to SUs
Max Cell Distance (Km) - range is from 0 to 54 Km.



AU Device – Air Interface - General
Noise Immunity Level - range 
from 0 to 4. Use only 0 or 4.
Spur Immunity Level - range is 
from 0 to 7.
OFDM Weak Signal -

0 – not active
1 – active - the unit will 

immediately reject OFDM 
packets with a relatively SNR.
Pulse Detection Sensitivity -
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Pulse Detection Sensitivity -
- Low - all Phy errors will be 

reported as regular Phy 
errors, regardless of the 
signal level. 

- High - all Phy errors with levels 
bellow a certain threshold will 
be reported as regular Phy 
errors, while those with levels 
higher than the threshold will 
be reported as detected radar 
pulses.ESSID - up to 31 printable ASCII characters, 

case sensitive.



AU Device – Air Interface - Frequency
Channel Avoidance 
Period (min) - the time 
that the frequency will 
remain marked in the 
database as Radar 
Detected.
SU Waiting Option -
only for AU that uses a 
Country Code 
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Country Code 
supporting DFS.
Defined Frequency 
(MHz) - defines the 
transmit/receive 
frequency when DFS is 
not enabled.
Channel Check Time 
(sec) - time allocated 
for checking whether 
there is a radar activity 
on a new frequency.



AU – Air Interface – Tx Power Parameters
Minimum SNR Level (dB) -
the lowest SNR at which 
you want each SU to be 
received at the AU 
Available values: 4 to 60 
(dB).
Delta From Minimum SNR 
Level (dB) - the highest 
SNR at which you want 
each SU to be received at 
the AU. Max. Level = 
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the AU. Max. Level = 
Minimum SNR Level + 
Delta From Minimum SNR 
Level Available values: 4 
to 20 (dB).
Minimum Interval Between 
ATPC Messages (sec) - the 
minimal time between 
consecutive power-
up/power-down messages 
to a specific SU Available 
values: 1 to 3600 seconds.Power Level Steps (dB) - the step size to be used by 

the SUs for incrementing/decrementing the Current 
Transmit Power after receiving a power-up/power-
down message  Available values: 1-20 (dB)



AU – Air Interface – Spectrum Analysis
Scan Period (sec) - The 
period of staying on each 
channel during each cycle 
for information gathering 
when performing 
spectrum analysis. Range: 
2-30 seconds.
Scan Cycles - The number 
of scanning cycles when 
performing Spectrum 
Analysis. Range: 1 -100 
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Analysis. Range: 1 -100 
cycles
Automatic Channel 
Selection - defines weather 
the AU will choose the 
best noise free channel 
upon startup after 
completion of the 
spectrum analysis 
process
Current Status -

A read-only display of the 
current status of the 
spectrum analysis test



AU – Air Interface – Country Code Parameters
Sub Band Select - Where 
more than one Sub Band 
(bandwidth) is available, this 
option enables selection of 
the Sub Band to be used.
Country Code Learning By 
SU - This feature supports 
simplified installation and 
updates processes by 
enabling the SU to adapt the 
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enabling the SU to adapt the 
Country Code used by the 
AU
Country Code Select - This 
option enables changing the 
Country Code used by the 
unit. In the current release 
this option is applicable only 
to units in the 5.4 and 5.8 
GHz bands



AU Device – SUs Information
SU Name The Unit Name 
configured in the SU.
Age The elapsed time in 
seconds since receiving the 
last packet from the SU.
Distance The measured 
distance from the AU.
Uplink SNR The SNR (in dB) of 
the signal received by the AU 
from the SU.
Max Mod. Level The Maximum 
Modulation Level configured 
in the SU.
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CPLD Version The version of 
the Complex Programmable 
Logic Device (CPLD) used in 
the SU.
Boot Version The Boot version 
of the SU.
ATPC Option The setting of the 
ATPC Option in the SU: 
Enable or Disable.
Adaptive Modulation Option The 
setting of the Adaptive 
Modulation Option in the SU: 
Enable or Disable.
Burst Mode Option The setting 
of the Burst Mode Option in 
the SU: Enable or Disable.

Concatenation Option The setting of the Concatenation Option in the SU: 
Enable or Disable.
Security Mode The setting of the Security Mode in the SU: WEP, AE S or 
FIPS 197.
Authentication Algorithm The setting of the Authentication Algorithm in 
the SU: Shared Key or Open System.
Data Encryption Option The setting of the Data Encryption Option in the 
SU: Enable or Disable.



AU Device – Gateways

IP - The IP address of 
the Gateway.
Type - The Gateway 
type.
No. Of Voice Calls - The 
number of currently 
active voice calls 
(applicable only to 
Voice Gateways)
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Voice Gateways)



AU Device – WI2 APs

Wi2 AP IP Address The 
IP address of the Wi2 
AP as configured in the 
SU.
SU IP Address The IP 
address of the 
connected SU.
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connected SU.



AU Device – Bridging - General
Aging Time (sec) This 
parameter enables 
selecting the bridge aging 
time for learned addresses 
of devices on both the 
wired and wireless sides. 
The available range is 20 
to 2000 seconds.
Broadcast/Multicast 
Relaying - This parameter 
enables selecting whether 
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enables selecting whether 
the unit performs relaying 
of broadcasts and/or 
multicasts
Unicast Relaying - This 
parameter enables 
selecting whether the unit 
performs unicast relaying

Limiter Option This parameter defines the limiter's functionality
Limiter Threshold (packets/sec) defines the maximum number of packets per second th at may pass the limiter 
when it is enbled.The range is from 0 to 204800 (pa ckets/second).
Send Trap Interval (min) This parameter defines the minimum time in minutes between two consecutive 
transmissions of the trap indicating the number of packets that were dropped by the limiter since the previous 
trap (or since the time that the limit has been exc eeded). The range is from 1 to 60 minutes.



AU Device – Bridging - VLAN

VLAN Link Type enables 
defining the functionality of 
the VLAN aware capability of 
the unit
Management VLAN ID enables 
defining the VLAN ID for 
management frames
Management VLAN Priority
enables defining the value of 
the VLAN Priority field for 
management frames
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management frames
Forwarding Support is 
applicable only for Trunk 
Links and Service Provider 
Links
Forwarding Table A table that 
can include up to 20 VLAN IDs
Relaying Support is applicable 
only for Trunk Links and 
Service Provider Links
Relaying Table A  table that 
can include up to 20 VLAN IDs

VLAN Q in Q Ethertype (Hex) sets the Ethertype of the 
Service Provider tag, and is applicable only for Service 
Provider Links. 

The valid values are from 8100 to 9000, 9100 and 9200 
(Hex).



AU Device – Bridging – Allow/Deny MAC
Table Action Mode This 
parameters enables 
selection between Deny 
List and Allow List
MAC Address Entries A 
table that can include 
up to 100 MAC 
addresses
Number Of Entries A 
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Number Of Entries A 
read-only the display of 
the current number of 
MAC Addresses in the 
table. This is the actual 
number entries in the 
device.



AU Device – Service Parameters - General

MIR When the MIR Only 
Option is enabled, it forces the 
MIR/CIR algorithm to use MIR 
values only.
Maximum Burst Duration (msec)
Sets the maximum time for 
accumulating burst 
transmission rights according 
to the Burst Duration 
algorithm. Available values 
range from 0 to 2000 
(milliseconds).
Graceful Degradation Limit (%). 
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Graceful Degradation Limit (%). 
Sets the limit on using the 
graceful degradation 
algorithm
MIR Threshold (%) Sets the 
threshold of wireless link 
utilization above which the 
MIR/CIR algorithm is 
activated. The range is from 0 
to 100 (%).



AU – Service Parameters – Traffic Priority

Low Priority Traffic Min (%) -
used to ensure that a certain 
amount of low priority packets 
is transmitted even at the 
expense of high priority traffic
VLAN Priority Threshold -
applicable for Trunk and 
Hybrid Links only. It enables 
defining the value of the VLAN 
Priority Threshold
ToS Prioritization defines 
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ToS Prioritization defines 
whether ToS-based 
prioritization is enabled or 
disabled
IP Precedence Threshold
applicable when the ToS 
Prioritization is set to IP 
Precedence
DSCP Threshold applicable 
when the ToS Prioritization is 
set to DSCP

UDP/TCP Port Range Prioritization defines 
whether port ranges based prioritization is 
enabled or disabled



AU – Service Parameters – DRAP Parameters

DRAP Support enables or 
disables the DRAP feature. 
DRAP UDP Port defines the 
UDP port used by the DRAP 
protocol. The range is from 8000 
to 8200.
Max Number of Voice Calls sets 
the maximum number of active 
calls that may be supported by 
the AU. The range is between 0 
and 255. 
DRAP TTL (sec) sets the time 
between two consecutive 
Allocation Requests from the 
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Allocation Requests from the 
Gateways. The Allocation 
requests are used to identify the 
existence of an active Gateway. 
In Voice Gateways they also 
include information about the 
current number of voice calls 
and requests for new calls. The 
range is between 1 and 255 
(seconds).
Total Number of Active Voice 
Calls A read-only display of the 
current total number of active 
voice calls in the AU.



AU Device – Service Parameters – WLP

Wireless Link Prioritization 
Option enables or disables the 
Wireless Link Prioritization 
feature.
Low Priority AIFS defines the 
AIFS number of time slots that 
will be used by the AU and the 
SUs served by it for low priority 
traffic. The range is from 3 to 
254 (time slots).
High Priority HW Retries defines 
the maximum number of times 
that an unacknowledged high 
priority unicast packet can be 
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priority unicast packet can be 
retransmitted. This is the value 
that will be used by the AU and 
by the SUs served with it. The 
range is from 1 to 14 times.
Low Priority HW Retries defines 
the maximum number of times 
that an unacknowledged low 
priority unicast packet can be 
retransmitted. This is the value 
that will be used by the AU and 
by the SUs served with it. The 
range is from 1 to 14 times.

High Priority Burst Interval defines the maximum duration of a burst that can 
be made by the AU for high priority packets. The range is from 0.25 to 10 
milliseconds in steps of 0.25 milliseconds, 
Low Priority Burst Interval defines the maximum duration of a burst that can 
be made by the AU for low priority packets. The range is from 0.25 to 10 
milliseconds in steps of 0.25 milliseconds



AU – Site Survey – Ethernet Statistics

Tx Packets The total 
number of packets 
received from the Ethernet 
port. This counter 
includes both valid 
packets and non-valid 
packets (packets with 
errors).
Rx Packets The total 
number of packets 
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number of packets 
transmitted by the device 
to the Ethernet port.
Reset Counters button 
Click on the button to 
reset all Ethernet 
counters.

Polling Interval (sec) The refresh interval for the displayed 
counters. The range is 5 to 3600 seconds. The defau lt is 5
seconds
Apply click on the button to update it. 



AU – Site Survey – Rx/Tx Counters

Frames From wireless The 
total number of frames 
received from the wireless 
link
Bad Fragments The 
number of fragments 
received from the wireless 
link containing CRC 
errors.
Duplicate Frames
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Duplicate Frames
Discarded The number of 
data frames discarded 
because multiple copies 
were received
Data Frames The total 
number of data frames 
received from the wireless 
link, including duplicate 
framesRx Counters-Wireless Rx Counters



AU – Site Survey – Rx/Tx Counters

Phy The total number of 
frames that were not 
received properly due to 
Phy errors (unidentified 
signals).
CRC The number of 
frames received from the 
wireless medium 
containing CRC errors.
Overrun The number of 
frames that were 
discarded because the 
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discarded because the 
receive rate exceeded the 
processing capability or 
the capacity of the 
Ethernet port.
Decrypt The number of 
frames that were not 
received properly due to a 
problem in the data 
decryption mechanism.
Total The total number of 
frames that were not 
received properly due to 
the reasons listed above 
or other reasons.

Rx Counters-Wireless Rx Events



AU – Site Survey – Rx/Tx Counters
Single The total number of 
concatenated frames that 
contain a single frame 
received from the wireless 
link, excluding 
retransmissions.
Double The total number of 
concatenated frames that 
contain two frames 
received from the wireless 
link, excluding 
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link, excluding 
retransmissions.
More The total number of 
concatenated frames that 
contain more thean two 
frames received from the 
wireless link, excluding 
retransmissions.
Total the total number of 
concatenated frames of all 
types received from the 
wireless link, excluding 
retransmissions

Rx Counters-Concatenated Frames



AU – Site Survey – Rx/Tx Counters
Beacons. The number of 
Beacons transmitted to 
the wireless link.
Data and Other Mng
Management and data 
frames, including 
successfully transmitted 
unicast frames and 
multicast/broadcast data 
frames (excluding 
retransmissions, 
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retransmissions, 
excluding Beacons)
Unicasts The number of 
unicast frames 
successfully transmitted 
to the wireless link, 
excluding 
retransmissions.
Total The number of 
frames transmitted to the 
wireless linkTx Counters-Frames To Wireless



AU – Site Survey – Rx/Tx Counters

Dropped Frames The number 
of dropped frames, which 
were unsuccessfully 
retransmitted without being 
acknowledged until the 
maximum permitted number 
of retransmissions.
Underrun The number of times 
that transmission of a frame 
was aborted because the rate 
of submitting frames for 
transmission exceeds the 
available transmission 
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available transmission 
capability.
Others The number of frames 
whose transmission was not 
completed or delayed due to a 
problem other than those 
represented by the other 
counters listed above.
Total The total number of 
transmit events. Includes all 
the counters listed above.

Tx Counters-Wireless Tx Events



AU – Site Survey – Rx/Tx Counters
Single The total number of 
concatenated frames that 
contain a single frame 
transmitted successfully to 
the wireless link, excluding 
retransmissions.
Double The total number of 
concatenated frames that 
contain two frames 
transmitted successfully to 
the wireless link, excluding 
retransmissions.
More The total number of 
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More The total number of 
concatenated frames that 
contain more then two frames 
transmitted successfully to 
the wireless link, excluding 
retransmissions.
Total he total number of 
concatenated frames of all 
types transmitted successfully 
to the wireless link, excluding 
retransmissions.

Tx Counters-Concatenated Frames



AU – Site Survey – Rx/Tx Counters

Via High Queue The total 
number of data frames 
submitted to the High queue 
of the internal bridge for 
transmission to the wireless 
link..
Via Mid Queue The total 
number of data frames 
submitted to the Mid queue 
of the internal bridge for 
transmission to the wireless 
link. 
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Via Low Queue The total 
number of data frames 
submitted to the Low queue 
of the internal bridge for 
transmission to the wireless 
link. 
Total The total number of 
data frames submitted to the 
all queues of the internal 
bridge for transmission to 
the wireless link.
Note: The count does not 
include control and wireless 
management frames, or 
retransmissions

Tx Counters-Submitted Frames (Bridge)



AU – Site Survey – Rx/Tx Counters

Total The total 
number of 
retransmissions, 
including all 
unsuccessful 
transmissions 
and 
retransmissions
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retransmissions

Tx Counters-Retransmitted Frames



AU – Site Survey – Rx/Tx Counters

Total The number of dropped 
frames, which are 
unsuccessfully retransmitted 
without being acknowledged 
until the maximum permitted 
number of retransmissions. 
This count includes dropped 
data frames as well as 
dropped control and wireless 
management frames
Internally Discarded MIR/CIR
The number of data frames 
received from the Ethernet 
port that were discarded by 

www.gcl.in© Gemini Communication – Company Confidential

port that were discarded by 
the MIR/CIR mechanism to 
avoid exceeding the maximum 
permitted information rate.
Polling Interval (sec) The 
refresh interval for the 
displayed counters. The range 
is 5 to 3600 seconds. The 
default is 5 seconds
Apply click on the button to 
update it. 
Reset Counters button Click 
on the button to reset all Rx/Tx 
counters

Tx Counters-Dropped Frames
Tx Counters-Discarded CIR/MIR
General Controls



AU – Site Survey – Per SU Counters
Max Mod. Level The 
Maximum Modulation Level 
configured in the SU.
Tx Frames Total The total 
number of unicast frames 
(excluding retransmissions) 
successfully transmitted to 
the SU.
Total Dropped The number 
of dropped frames intended 
for the SU, which were 
unsuccessfully retransmitted 
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unsuccessfully retransmitted 
without being acknowledged 
until the maximum permitted 
number of retransmissions.
Level N Success (N=1-8)
The total number of unicasts 
successfully transmitted to 
the SU at the applicable 
modulation level.
Level N Failed (N=1-8) The 
total number of failures to 
successfully transmit unicast 
frame to the SU during a 
HW Retry cycle at the 
applicable modulation level.

Polling Interval (sec) The refresh interval for the displayed 
counters. The range is 5 to 3600 seconds. The defau lt is 5 
seconds
Apply click on the button to update it. 
Reset Counters button Click on the button to reset allPer SU 
counters



AU Device – MAC Pin-Point

Enter the 
Ethernet Station 
MAC Address to 
identify the unit 
through which a 
specified 
Ethernet station 
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Ethernet station 
is connected to 
the wireless link.



AU Device – Security Parameters

Authentication Algorithm
determines the 
operation mode of the 
selected unit
Data Encryption Option
allows enabling or 
disabling data 
encryption
Security Mode enables 
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Security Mode enables 
selecting the algorithm 
to be used for 
encrypting the 
authentication 
messages and/or data 
frames

Promiscuous Authentication enables new SUs to join an active cell where Shared  Key 
operation and/or Data Encryption are used, even if this SU does not have the correct 
security parameters
Default Multicast Key defines the Key to be used for encrypting/decryptin g multicasts 
and broadcasts when Data Encryption is enabled



AU Device – Performance Parameters

Minimum Contention Window is 
the first maximum number C 
used in the back-off algorithm
Maximum Contention Window is 
the upper limit for the 
maximum number C used in 
the back-off algorithm
RTS Threshold defines the 
minimum frame size that 
requires an RTS/CTS 
handshake.
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handshake.
Number of Hardware Retries
parameter defines the 
maximum number of times 
that an unacknowledged 
packet is retransmitted.
Average SNR Memory Factor
defines the weight of history 
in the formula used for 
calculating the current 
average SNR for received data 
frames.

Max Modulation Level –when Adaptive 
Modulation Algorithm is enabled, it changes the 
modulation level dynamically according to link 
conditions up to this level.



AU Device – Performance Parameters

Multicast Modulation Level
parameter defines the 
modulation level used for 
transmitting multicast and 
broadcast data frames.
Burst mode provides an 
increased throughput by 
reducing the overhead 
associated with transmissions 
in the wireless medium.
Burst Mode Option enables or 
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Burst Mode Option enables or 
disables the Burst Mode 
operation
Burst Interval (msec) the burst 
size, which is the time in 
which data frames are sent 
immediately without 
contending for the wireless 
medium. The range is 1 to the 
value of the Maximum Burst 
Duration defined for the Sub-
Band.

Concatenation Option enables or disables the 
concatenation mechanism.
Maximum Concatenated Frame Size (bytes) defines the 
maximum size (in bytes) for a concatenated frame
AIFS can be configured to a value from 1 to 50 time 
slots. The available options are 1 or 2 (time slots ).



AU Device – Performance Parameters

Adaptive Modulation Option
enables or disables the 
Adaptive Modulation 
decision algorithm
Minimum Interval Between 
Adaptive Modulation 
Algorithm Messages (sec)
sets the minimum interval 
between two consecutive 
adaptive modulation 
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adaptive modulation 
messages, carrying 
information on the SNR of 
received signals
Adaptive Modulation 
Decision Threshold enables 
selection between Normal 
and High decision 
thresholds for the 
Adaptive Modulation 
algorithm



AU Device – Performance Parameters

Recommended Maximum Modulation Levels
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AU Device – IP Parameters
DHCP Option The 
DHCP Option 
displays the current 
status of the DHCP 
support, and allows 
selecting a new 
operation mode
Access to DHCP The 
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Access to DHCP The 
Access to DHCP 
option enables 
defining the port 
through which the 
unit searches for and 
communicates with a 
DHCP server



AU – Network Management Parameters - General

Access To Network 
Management defines the 
port through which the 
unit can be managed
SNMP Read Community
The SNMP Read 
Community of the unit. 
This serves also as the 
User Password in Telnet. 
Valid values: A string of 
up to 8 printable 
characters.
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SNMP Read/Write 
Community The SNMP 
Read/Write Community of 
the unit. This serves also 
as the Administrator 
Password in Telnet. Valid 
values: A string of up to 8 
printable characters. 
Installer Password The 
Installer Password in 
Telnet. Valid values: A 
string of up to 8 printable 
characters

Enable Filtering On This option enables or 
disables the IP address based management 
filtering



AU – Network Management Parameters - General

IP Addresses Ranges 
Table A table of up to 
10 IP address ranges. 
These are the 
addresses of devices 
that can manage the 
unit if the Filtering 
option is enabled (in 
addition to addresses 
defined in the IP 
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defined in the IP 
Addresses table).
IP Addresses Table A 
table of up to 10 
discrete IP addresses. 
These are addresses of 
devices that can 
manage the unit if the 
Filtering option is 
enabled (in addition to 
addresses defined in 
the IP Addresses 
Ranges table).



AU – Network Management Parameters –
Send Traps 

Traps Sending 
option enables or 
disables the 
sending of SNMP 
traps. When 
enabled, traps 
will be sent only 

www.gcl.in© Gemini Communication – Company Confidential

will be sent only 
to destinations 
that are included 
in the Send Traps 
To Table.



AU Device – Unit Control

Unit Type A read-only 
display of the unit’s type.
Unit Name The name of the 
unit, which is also the 
system's name in the 
MIB2. 
Location The system 
location of the unit, which 
is also the sys location in 
MIB2. 
Feature License String
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Feature License String
enables entering a license 
string for upgrading the 
unit to support new 
features and/or options
Telnet Logout Timer (min)
The maximum period of 
inactivity time following 
which the unit 
automatically exits the 
Monitor program. 
Exit Telnet Click the button 
to disconnect any active 
Telnet session with the 
unit.



AU Device – Unit Control

Main Version Number The 
software version that is 
defined as Main Version. This 
is the version to be used after 
next reset.
Shadow Version Number A new 
software version loaded into 
the unit is defined as Shadow 
Version.
Running Software Version The 
currently running software 
version.
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Reset Click the button to reset 
the unit. After reset, the unit 
will run from its main SW 
version. All changes to 
parameters that require reset 
that were done prior to the 
reset operation are applied.
Run from Shadow Click the 
button to reset the unit and 
run from the shadow (backup) 
software version
Set as Main Click to swap the 
versions. Applicable only 
when the unit is running from 
its shadow version. 



AU Device – Unit Control
Default Configuration
The Default 
Configuration 
parameter enables 
reverting the system 
parameters to a 
predefined set of 
defaults
Save Current 
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Save Current 
Configuration As 
Operator Defaults
Click on the Save 
button to save the 
current configuration 
of the unit as the 
Operator Defaults 
configuration



AU Device – Performance
The Performance page 
enables on-line 
monitoring of graph(s) for 
selected counters. The 
graph for each 
accumulating counter 
displays the counter rate, 
defined as: (Current 
Value-Previous 
Value)/Polling Interval 
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Value)/Polling Interval 
(seconds).

The Performance pages include two 
sections: the counters selection section 
and the graph and control buttons section.



Thank 
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You


